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ABSTRACT

Cellular networks provide the most accessible emergency ser-
vices with ubiquitous coverage, yet their emergency-specific
designs remain largely unexplored. To systematically ex-
plore potential design defects that lead to failures or de-
lays in emergency services, we introduce M911-Verifier, an
emergency-specific model checking tool. It reveals many
counterintuitive findings regarding the ubiquitous access
support for cellular emergency services. Our study shows
that, despite sufficient wireless signal coverage, users may
still experience prolonged emergency call setup times, call
initiation failures, or call drops due to flaws in the design
of cellular emergency services. These design defects arise
from three major causes: problematic network selection for
initiating emergency calls, emergency-unaware call opera-
tion, and network escalation forbidden during emergency
calls. The impacts of these defects have been experimentally
validated across three U.S. carriers and two Taiwan carriers
using commodity smartphones. Finally, we propose solutions
and evaluate their effectiveness.
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1 INTRODUCTION

Emergency services are vital lifelines for individuals fac-
ing emergencies. The most accessible channels are through
cellular networks due to their ubiquitous coverage. Both
regulatory authorities like the FCC in the U.S. and standard
organizations such as 3GPP have stipulated specifications to
enhance the availability and effectiveness of these cellular
emergency services. For example, the FCC [52] in the U.S.
requires carriers to transmit all 911 calls to a Public Safety
Answering Point (PSAP, e.g., 911 call center), regardless of
whether the caller subscribes to them or not. 3GPP [8, 10, 17]
allows User Equipment (UE) to access emergency services
across heterogeneous networks, including all available 3GPP
Radio Access Networks (RANs) such as 5G/4G Base Stations
(BSs), non-3GPP RANSs like Wi-Fi BS, as well as cellular sys-
tems from different generations (e.g., 5G/4G) and Public Land
Mobile Networks (PLMNs) like AT&T and Verizon.

However, the comprehensive support of cellular emer-
gency services is a double-edged sword. While it allows
for ubiquitous access, the corresponding network functions
across cellular networks/systems are numerous and complex
in their interactions, rendering cellular emergency services
prone to errors. Despite many studies [36, 47, 48, 59, 60]
examining the performance and effectiveness of ubiquitous
mobile services, emergency services have not yet been fully
studied. These services rely on emergency-specific mecha-
nisms, differing from non-emergency ones, which encompass
network selection for initiating emergency calls to handover
among RANS, systems, and networks during mobility.

In this study, we develop M911-Verifier, an emergency-
specific model checking tool, to assess support for ubiquitous
access to cellular emergency services and identify potential
defects in 3GPP standard designs. While most emergency-
specific designs function properly, we uncover several coun-
terintuitive findings where users, despite sufficient wireless
coverage, experience long emergency call setup times, call
initiation failures, or call drops due to design flaws in cellular
emergency services. We identify 11 such defects, summarized
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Figure 1: Cellular emergency service architecture.

in Table 2 (§5), categorized into problematic network selec-
tion for initiating emergency calls (§6), emergency-unaware
9-1-1 call operation (§7), and network escalation forbidden
during emergency calls (§8). Experimental validation reveals
that these design defects can significantly impact emergency
services, leading to failures and delays.

Specifically, 3GPP allows cellular emergency calls via both
cellular and Wi-Fi networks, but its problematic network
selection can prevent 90% of indoor emergency calls from
reaching PSAPs within 2 minutes, compared to just 5.85 sec-
onds for non-emergency calls in the same locations. More-
over, emergency call failures and drops during mobility, even
with sufficient coverage, are linked to other design defects,
posing serious risks to emergency users. All validation exper-
iments were conducted with three top-tier U.S. carriers, two
major carriers in Taiwan, campus Wi-Fi, and four carrier-
certified phone models. Importantly, we employed a responsi-
ble methodology with ethical consideration to avoid routing
calls to PSAPs during these experiments. We also proposed
solutions to address these issues.

This paper makes three key contributions: (1) it presents
the first study using model checking techniques to explore
design flaws that hinder access to cellular emergency ser-
vices; (2) it uncovers 11 new design defects, 9 of which were
validated experimentally, revealing that even with sufficient
wireless coverage, emergency users may face prolonged call
setup times, call initiation failures, or call drops, posing
public safety risks; and (3) it proposes standard-compliant,
low-infrastructure-support solutions, evaluated through a
prototype. The lessons learned offer valuable insights for
improving emergency services for billions of cellular users.

2 BACKGROUND

Heterogeneous Cellular Architecture Supporting Emer-
gency Services.  Figure 1 illustrates the heterogeneous cel-
lular network architecture, enabling UE to access emergency
services across various RANs and network domains. The
former includes 3GPP RANSs, such as 5G/4G/3G BSs, and non-
3GPP RANS, such as Wi-Fi BS. The latter is classified into two
domains, PS (Packet-Switched) and CS (Circuit-Switched).
The PS domain contains 5G/4G/3G systems, whereas the
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Figure 2: Emergency service flow.

CS domain supports legacy 3G systems. To reach the PSAP,
emergency call requests can be delivered through two paths
from RANSs: (1) the PS domain, IP Multimedia Subsystem
(IMS), and Public Switched Telephone Network (PSTN) or IP
networks; and (2) the CS domain and PSTN.

We next introduce key network elements in the cellu-
lar network architecture. For simplicity, we intentionally
avoid telecom jargon and use generic names for network
entities that have similar network functions. In the PS core
network, User-Plane Gateway (UPG) routes packets between
the UE/RAN and IMS in the user plane. In the control plane,
the Mobility Management Function (MMF) [13, 14] manages
user mobility, authentication, and session connectivity, in-
cluding emergency IP connectivity. The User Data Function
(UDF) [4, 20] stores user and service subscription information
to assist the MMF in user authentication. The Inter-working
Function (IWF) [9, 11] serves as a gateway for the UE to
access the PS core network over non-3GPP RANSs by estab-
lishing IPsec connections. In the CS core network, there are
two key elements: the Mobile Switching Center (MSC) [12]
and the Home Location Register (HLR). The MSC manages
voice/text/emergency services, user mobility, and authenti-
cation, while the HLR functions similarly to the UDF.

The IMS facilitates emergency voice and text services over
IP. It comprises three primary network entities: the Call Ses-
sion Control Function (CSCF, hereafter referred to as the
IMS server), the Media Gateway Control Function/Media
Gateway (MGCF/MGW), and the Interconnect Border Con-
trol Function (IBCF). The IMS server manages IMS service
signaling, utilizing the Session Initiation Protocol (SIP) [55].
The MGCF/MGW connects to the traditional PSTN, while
the IBCF serves as a session border controller interconnected
with other IP/IMS networks.

Emergency Service Flow. Emergency UEs can initiate cel-
lular emergency services over 5G/4G/3G networks [8, 10, 12]
from both home and visited PLMNs [8, 10], and Wi-Fi net-
works from the home PLMN. Figure 2 illustrates the ini-
tialization procedure for PS-based emergency services over
5G/4G networks. To establish an emergency session with
the PSAP, an emergency UE needs to perform the following
three actions: (1) establishing an emergency IP-CAN session
connectivity with the UPG; (2) doing emergency registration
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Figure 3: The overview of M911-Verifier.

and authentication with the IMS server [6, 17]; (3) establish-
ing an IMS emergency session with the PSAP [6, 17, 32, 33].
Afterwards, the UE sends a SIP INVITE message to the IMS
server to set up an emergency call session. Notably, anony-
mous UEs are still allowed to access the IMS emergency
service without being registered, in accordance with local
regulatory requirements [19].

3 MOI911-VERIFIER

In this section, we propose M911-Verifier, an emergency-
specific model checking framework, to systematically ex-
plore the issues arising from ubiquitous access to cellular
emergency services. It aims to identify design flaws stem-
ming from the 3GPP standard that could result in emergency
service failures or delays. Below, we present an overview of
M911-Verifier, technical challenges in its development, and
the corresponding designed approaches, along with details
on its implementation and evaluation.

3.1 Overview of M911-Verifier

Figure 3 shows the framework of M911-Verifier. It begins
by identifying emergency user demands from emergency
use scenarios and their corresponding user expectations.
Subsequently, desired properties are defined based on these
demands. The protocol interactions for providing emergency
services and managing user mobility, as per the 3GPP stan-
dard, are then modeled. The model checker utilizes these
desired properties and modeled systems for protocol screen-
ing. Any counterexamples that violate the desired properties
could be identified, revealing potential design defects. Finally,
these design defects are validated through experiments.

We next present the modeling of network protocols and
emergency use scenarios, along with the desired properties
and the method for checking these properties.

Modeling of Network Protocols. We implement protocols
related to radio access [16, 22, 25], PS/CS services [12-14],
mobility [8-11, 13, 14], and emergency services [12, 17], in
adherence to the 3GPP standard. Specifically, each protocol
(e.g., EPS Mobility Management (EMM)/EPS Session Man-
agement (ESM) [13]) is modeled as two finite state machines
(FSMs): one operating at the UE and the other within the net-
work architecture, or across two networks. The interaction
between each protocol’s two FSMs is facilitated by cellular
messages transmitted over two unidirectional uplink and
downlink channels. To reduce the complexity of protocol
modeling, we focus on critical states and messages pertinent
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to emergency services, while omitting less relevant elements,
such as charging mechanisms for these services.

Cellular message transmission loss is simulated to mirror
real-world wireless conditions. Unlike conventional model-
checking tools like SPIN [37, 51], which typically use a con-
stant loss rate (e.g., 50%), our approach correlates transmis-
sion loss with signal strength, establishing an inverse propor-
tional relationship. As simulated signal strength fluctuates
between 0 and 10, the transmission loss rate varies from 100%
to 0%, respectively.

We explore all possible outcomes for an FSM when re-
ceiving a request, including acceptance or rejection due to
various standard-defined error causes. For example, the 4G at-
tach procedure [13] specifies over 30 potential error causes,
each triggering a unique UE or network response. In our
model, if a rejection occurs, an error cause is randomly as-
signed, allowing us to explore all potential error scenarios.
Modeling of Use Scenarios. We model the behaviors of an
emergency service user accessing cellular networks, driving
state transitions in the FSMs of cellular network protocols.
The four major behavioral patterns include: (1) the UE con-
nects to at most one cellular network system (e.g., 4G and
5G); (2) the user may power their UE on or off at any time,
initiating the attach or detach procedures; (3) the user may re-
quest access to cellular emergency services at any time; and
(4) the user may move from one RAN to another, triggering
inter/intra-RAT or inter-system handovers (e.g., 4G—5G).

Each use scenario, composed of different behavior pat-
terns, is transformed into a series of time events (e.g., power-
ing on the UE at ¢, dialing a voice call at t;, and triggering
an inter-RAT handover at t;_;). These events are then fed
into the M911-Verifier during property checking, driving all
potential state transitions for the modeled scenarios.
Desired Properties. The desired properties address user
needs and regulatory requirements for emergency services.

e (1) Availablity_Guaranteed: The cellular network shall ac-
cept any emergency service request whenever any of its
connected RANSs is available to the requesting UE, regardless
of the UE’s subscription status.

e (¢7) Continuity_Guaranteed: An established emergency
session over the cellular network shall not be interrupted
under any circumstances, especially during UE mobility.
Handovers among RANs and systems shall ensure that emer-
gency services remain uninterrupted.

o (¢3) Applicable_Access_Guaranteed: To establish an emer-
gency session with the PSAP before reaching the failure
limit, a RAN, whether 3GPP or non-3GPP, must be selected
with signals stronger than the weakest signal among the
RANSs that can maintain stable non-emergency services.

e (p4) Limited_Session_Establishment: The number of failed
attempts to establish an emergency session with the PSAP
shall not exceed a pre-defined threshold.
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Property Checking. The model checker initiates the entire
state space by intertwining all FSMs for individual protocols.
In each scenario, the signal generator constructs a sequence
of initial signaling messages, which determine the initial
states of the model. Subsequently, the depth-first algorithm
is employed to navigate through state transitions from the
initial states across various use scenarios. Particularly, when
encountering multiple output signaling messages for a state,
a new branch is generated from this state for each message.
For instance, upon receiving an RRC connection setup re-
quest, both acceptance and rejection messages are taken
into account. This approach ensures testing of all possible
cases for the responses. Furthermore, our implementation
considers two potential outcomes for each message delivery:
success and loss, contingent upon the signal strength of the
serving cell. This methodology aids in comprehending the
behavior of signaling protocols in the face of signaling loss
or corruption. Consequently, we enumerate all potential mes-
sage delivery scenarios in a dynamic network environment.

3.2 Challenges and Our Approaches

The model checking technique has gained popularity in re-
cent years for systematically examining cellular network
protocols [28, 38, 40, 41, 45, 58]. However, these prior studies
usually focus on cellular network protocols within a single
cellular network system (e.g., 3G or 4G). In contrast, model-
ing cellular emergency services introduces more heterogene-
ity and complexity, as some regulatory authorities (e.g., FCC)
allow UEs to access emergency services without UE identity
validation [52]. This involves not only system-wide proto-
cols but also spans multiple cellular network systems, RANs,
and PLMNs, creating new challenges. Below, we present
two technical challenges and the corresponding approaches
when developing M911-Verifier.

Challenge 1: Diverse Use Scenarios. Emergency services
can be initiated from both home and visited PLMNs, differing
from non-emergency services, which are usually accessed
through home PLMNSs. Furthermore, only emergency ser-
vices can be accessed by anonymous UEs without UE identity
validation. The cellular network supporting emergency ser-
vices can be heterogeneous, involving different systems and
RAN:S. For each UE, wireless RAN signals fluctuate over time
due to wireless dynamics and UE mobility. These environ-
mental factors may impede the UE from selecting an appro-
priate network, involving a system and a RAN, to initiate
emergency services. While undergoing handovers among
systems and RANs, the continuity of emergency services
must still be maintained. Thus, it is challenging to model all
possible use scenarios for emergency UEs.

¢ Adaptive Emergency Scenario Modeling. We adopt an
adaptive scenario modeling approach to cover diverse emer-
gency user scenarios, including both stationary and mobile
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users. Varying cell signal strength is primarily executed for
UEs accessing emergency services, aiming to trigger differ-
ent network selections and handovers [16, 22, 25]. Changes
in signal strength can impact network selection for initiat-
ing emergency services and cause various handovers during
ongoing emergency sessions.

Specifically, M911-Verifier manages a list of cells from
different RANs (e.g., 4G, 5G, and Wi-Fi). During property
checking, it assigns a random signal strength value ranging
from 0 (no signal) to 10 (strongest signal) to each cell. This
random assignment occurs periodically after initiation. Al-
though this may not perfectly mirror real-world conditions
(e.g., sudden changes from 10 to 0), validation experiments
will be conducted to verify if identified counterexamples
occur in operational cellular networks.

Challenge 2: Inefficient Property Checking. Recent ad-
vancements in model-checking techniques have proven ef-
fective in identifying design defects within cellular network
protocols and services. For example, Hussain et al. [40] de-
veloped LTEInspector, a model-checking tool designed to
examine security and privacy issues in the 4G LTE Radio
Resource Control (RRC) and EMM protocols. Basin et al. [28]
and Cremers et al. [31] conducted a formal analysis of the
5G authentication and key agreement protocol. Additionally,
Klischies et al. [45] proposed a model-checking-based ap-
proach to detect undefined behaviors in the 4G LTE standard.

However, these techniques share a fundamental limitation:
they are vulnerable to state explosion, which restricts their
applicability in analyzing complex communication systems,
as opposed to focusing solely on specific protocols. Typi-
cally, when conducting property checking, a model checker
generates a complete state space and then checks for viola-
tions of the desired properties under various scenarios. This
approach becomes increasingly inefficient when applied to
cellular emergency services, which require enabling emer-
gency UEs to access all available 3GPP and non-3GPP RAN,
cellular systems, and PLMNSs. Such system-wide collabora-
tion may result in an overwhelmingly large model, leading
to severe state explosion during property checking.

Moreover, the common solutions adopted to resolve state
explosion include abstraction and bounded checking (e.g.,
exploring only 250 steps). However, when full-path testing
is not feasible but bounded checking is employed due to the
state explosion problem, property violations may occur early
or only in a limited set of procedures, which limits further
exploration and leads to inefficient property checking.
¢ Dynamic Checker Loading. We deliberately avoid im-
plementing an extensive cellular network model that inter-
connects all potentially involved FSMs. Instead, we adopt a
procedure-oriented approach to modeling the cellular net-
work. For example, a 5G network supporting emergency
services must accommodate various procedures, including
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registration, PDU session establishment, 5G/4G RAN han-
dover, and emergency service fallback. These procedures are
modeled individually and stored in a model storage center.
The procedure-oriented approach follows a hybrid method,
utilizing full-path testing exclusively for emergency service
procedures, while applying bounded checking to the systems
that initiate emergency services. The models for emergency
service procedures are overseen by the protocol screening
controller, which operates based on specific use scenarios.
The controller loads the modeled UE and infrastructure pro-
cedures corresponding to the use scenarios. The loaded mod-
els perform property checking using full-path testing. The
outputs from each procedure model are then fed into the next
loaded model. This dynamic checker loading approach allows
property checking to focus on multiple small, procedure-
oriented models, rather than a single extensive model. More-
over, each model undergoes thorough examination before
being invoked by the controller to collaborate with other
models, thereby enabling more efficient property checking.

3.3 Implementation and Evaluation

We implement two major components for M911-Verifier us-
ing Python and SPIN [37], a widely used model-checking
tool for network protocol verification [54, 56, 58]: a proto-
col screening controller and a suite of models representing
emergency service procedures. Based on received messages
or user events (e.g., dialing emergency calls and powering
off the UE), the controller either loads the corresponding UE
and/or infrastructure procedures for property checking or
updates network environment settings (e.g., adjusting cell
signal strength). A property checking run ends either when a
property violation is detected in any loaded procedure model
or when the maximum number of steps is reached by the
controller (e.g., 250 procedure loadings). Notably, SPIN per-
forms full-path testing with a maximum of 10,000 steps and
truncates the search if this limit is reached [57].

We then evaluate M911-Verifier in terms of its coverage
and efficiency across emergency use scenarios, comparing it
to traditional model checkers that implement all procedures
in a single giant model [38]. We configure M911-Verifier to
perform 100,000 property-checking runs. Each procedure
model in M911-Verifier is subjected to full-path testing with
a maximum of 10,000 steps, in line with the implementation
limits of SPIN. Additionally, a 250-step bounded checking is
applied to both the screening controller and the giant model.
Coverage of Emergency Use Scenarios. We assess cov-
erage by analyzing the traces generated by M911-Verifier
and the giant model. Our analysis yields two key findings.
First, M911-Verifier successfully captures all emergency use
scenarios permitted by the 3GPP standard. For stationary
scenarios, four types of emergency call initiations from dif-
ferent networks are identified: 5G, 4G, 3G, and Wi-Fi. For
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Table 1: Summary of non-stationary emergency service use
scenarios observed on M911-Verifier.
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Figure 5: Counterexample distributions for each category of
UE status at termination of property checking.

non-stationary scenarios, we observe 20 types of inter-RAT
handovers (e.g., from 5G to 4G) and 5 types of intra-RAT han-
dovers (e.g., from 5G to 5G) during ongoing emergency calls,
totaling 25, as summarized in Table 1. Second, M911-Verifier
not only captures a greater number of use scenarios than the
giant model but also demonstrates superior efficiency. As
illustrated in Figure 4, after the first 10,000 runs, 23 out of 29
scenarios (4 stationary and 25 non-stationary) are observed
with M911-Verifier, compared to only 11 scenarios observed
with the giant model.

Property Checking Efficiency. We next evaluate the effi-
ciency of property checking with M911-Verifier by analyzing
the distribution of counterexamples, which indicates how
efficiently counterexamples can be generated under differ-
ent termination conditions. The property checking runs are
classified into three categories based on the UE status at ter-
mination: (1) no emergency calls are successfully made; (2) at
least one emergency call is successfully made; and (3) at least
one handover is observed during an ongoing emergency
call. Figure 5 illustrates the counterexample distributions
from both M911-Verifier and the giant model. The results
show that M911-Verifier identifies counterexamples more
efficiently across all categories compared to the giant model.
Specifically, M911-Verifier’s counterexamples are distributed
as follows: 30.2% in Category I, 39.9% in Category II, and
29.9% in Category III, compared to the giant model’s 81.9%,
17.4%, and 0.7%, respectively. This suggests that the giant
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model may overlook counterexamples in the last two cate-
gories, which are crucial for emergency use scenarios.
With this efficient property checking, we identified sev-
eral design defects that were previously undiscovered or
unreported by other studies. Details will be provided in §5.

4 EXPERIMENTAL METHODOLOGY

To validate all potential design defects identified by M911-
Verifier, we designed corresponding experiments conducted
on two campuses. These experiments utilized both campus
Wi-Fi and operational cellular networks: three operators
from the U.S. (designated as US-I, US-II, and US-III) and
two operators from Taiwan (TW-I and TW-II). Four carrier-
certified phone models were employed: Samsung Galaxy S21,
Google Pixel 5, LG G8X, and Motorola G Stylus 5G. Our
validation experiments encompassed both 3GPP and non-
3GPP networks, including 5G, 4G, 3G, and Wi-Fi networks.
Ethical Consideration and Responsible Methodology.
We understand the potential risks validation experiments
pose to cellular networks and users. To mitigate these, we
conducted our preliminary study responsibly with three key
approaches: (1) No emergency calls were delivered to PSAPs at
any point during our experiments, ensuring that emergency
services were not disrupted. To facilitate this, we developed a
smartphone application named Emerg-Call-Blocker!, which,
with root privileges, effectively prevents 5G/4G/3G emer-
gency calls from reaching PSAPs. (2) We subscribed to unlim-
ited service plans for all experimental devices and minimized
resource consumption. (3) Our experiments were small-scale,
focused on validating design flaws without causing harm.

Specifically, Emerg-Call-Blocker intercepts and discards
all SIP-based emergency call signaling messages by moni-
toring all network interfaces on each test phone. Each emer-
gency call attempt fails when any SIP REGISTER/INVITE
message sent by the IMS client application is blocked by
Emerg-Call-Blocker. It is important to note that REGISTER
and INVITE messages are used by subscribed and anonymous
UEs, respectively, to initiate emergency calls, as anonymous
UEs do not need SIP registration.

However, if the phone fails to initiate 4G/5G emergency
calls via the IMS client application, it may attempt to dial 3G
emergency calls through cellular modems using legacy 3G
CS call signaling, such as CC Setup[12], thereby bypassing
Emerg-Call-Blocker’s SIP-based call signaling interception.
To address this, we employ Cellular Pro[26], an application
designed to collect cellular network signaling from cellu-
lar modems. We detect and terminate connection attempts
(e.g., RRC connection establishment) by monitoring signal-
ing messages displayed on the phone screen using Optical
Character Recognition (OCR) [49], effectively blocking these

IThe applications developed in this paper, including Emerg-Call-Blocker
and Emerg-Call-Dialer, can be downloaded from [27].
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3G emergency calls as well. Thus, none of the emergency
calls can complete initialization or be made.

Emerg-Call-Blocker allows us to responsibly measure the
emergency call setup time for validation experiments. This
time is measured from the moment a user presses the dial
button on the phone to the interception of the SIP REG-
ISTER/INVITE message that initiates the emergency call.
Therefore, the measured emergency call setup times are a
few seconds shorter than the actual times would be.
Accountable Disclosure?. We contacted the involved par-
ties, including operators and 3GPP standardization organi-
zations, to share our validated design defects along with
proposed solutions. Additionally, we provided design defects
that were uncovered but not validated, either due to ethical
considerations or limited access to the necessary infrastruc-
ture and mobile devices, for their internal analysis.

5 OVERVIEW OF FINDINGS

Through the analysis of M911-Verifier’s counterexamples,
we identified 11 previously unreported defects that can be
experimentally validated, as summarized in Table 2. Notably,
Table 2 did not cover all potential defects for the follow-
ing reasons. First, M911-Verifier did not implement full-path
testing across all possible scenarios but instead used a hy-
brid approach to mitigate state explosion, meaning some
defects may still be undetected, despite uncovering more
issues than prior arts. Second, some identified defects cannot
be experimentally validated without support from cellular
infrastructure or device modification. This study, however,
focuses mainly on those defects that can be practically val-
idated. Moreover, it is worth noting that the traces of our
counterexamples match the UE and network behaviors ob-
served during experimental validation, which confirms the
modeling accuracy of M911-Verifier.

We detail the three categories of identified defects below.
Problematic Network Selection for Initiating Emer-
gency Calls. In this category, the UE’s network selections
among 3GPP and non-3GPP RANs within a PLMN for initiat-
ing emergency calls do not always function properly. These
counterexamples can lead to prolonged setup times for emer-
gency calls. They can be grouped into five instances. NS-1
and NS-2, violating the properties of Applicable_Access
_Guaranteed or/and Limited_Session_Establishment, can
skip the best or only use bearable RAN and select nonexis-
tent 3G RANS, respectively. In NS-3, subscribed UEs have
fewer options than anonymous UEs, violating the property
of Limited_Session_Establishment. For NS-4 and NS-5, both
violating the property of Availablity Guaranteed, the initi-
ation of emergency calls may be rejected due to the prior

2Note that we presented our methodology to our institution’s IRB office for
review. The IRB granted a waiver, as the study did not involve any human
subjects.



Uncovering Problematic Designs Hindering Ubiquitous Cellular ..

ACM MobiCom 24, November 18-22, 2024, Washington D.C., DC, USA

‘ Category ‘ ID ‘ Description ‘ Pl_‘opel:tzj Root causes ‘ Vali-
Violatio; dated?
NS-1 UEs skip the best or only use bearable RAN, leading 05, 0 The 3GPP standards [9, 10] prohibit UEs from making emergency calls through o
to long call setup times (e.g., 120 seconds) or failures. X non-3GPP RANs when any 3GPP RAN is available.
Problematic NS-2 UEs attempt to initiate emergency services from 3G 05 0 The 3GPP standard [17] uses the UE’s registration status in the core network, o
Network RANs when there are no 3G RANs deployed nearby. rather than its RAN status, to determine the emergency service domain (PS/CS).
Selection NS-3 Subscribed UEs have fewer network/system selections ™ Subscribed UEs must prioritize their home PLMN for accessing emergency o
for than anonymous UEs when dialing emergency calls. services [5], whereas anonymous UEs can use all available PLMNSs.
Initiating NS-4 The initiation of emergency calls may be rejected due o The 3GPP standard [10] only allows a UE to establish a single emergency %
Emergency to the prior improper session termination. session with PSAPs, either over 3GPP or non-3GPP RAN.
Calls (§6) NS-5 Anonymous UEs cannot initiate emergency service o Due to security concerns, 3GPP standard [17] prohibits UEs without a security o
through non-3GPP RAN (e.g., Wi-Fi). context from accessing emergency services via non-3GPP RAN.
Emergency- | EU-1 | Emergency requests may be rejected by the network. o Not all NAS.(Non-Access-StraFum) signalings between the emergency UE and o
unaware , - the cellular infrastructure indicate the emergency usage.
9-1-1  Call | EU-2 Emergency UEs are not always permitted to initiate . The emergency attach is only permitted when the UE is in certain states, such 1)
Operation emergency attach grocedure to the netx_vork. as EMM-DEREGISTERED.LIMITED-SERVICE. _
7) EU-3 The emergency UE’s requests may be rejected by non- o According to Wi-Fi standards [43], not all Wi-Fi signalings can indicate the o
3GPP RAN (e.g., Wi-Fi). emergency usage, leaving service providers unaware of emergency services.
Network NE-1 | An emergency call drops when the emergency UE o The 3GPP standard [11] prohibits the occurrence of 4G to 5G inter-system y
Escalation moves from a 4G cell to 5G a cell. handover during emergency calls.
Forbidden NE-2 An emergency call may drop when the emergency UE o The 3GPP standard [17] prohibits the occurrence of 3G CS to 4G/5G PS inter- of
During moves from a 3G cell to a 4G/5G cell. domain handover during emergency calls.
f:l;le:%;;;c)’ NF-3 ﬁlzvee:lgf;nsz:;};\jlr\?fj Xl:i;le;he emergency UE @2 Seamless inter-PLMN handover for emergency call continuity is not supported. | OF
Property ¢;: Availablity_Guaranteed, Property ¢,: Continuity_Guaranteed, Property ¢s: Applicable_Access_Guaranteed, Property ¢4: Limited_Session_Establishment
O: Validated using emergency service initiation. O7: Validated using non-emergency services since they share the same standards with non-emergency ones.
x: No validation results due to ethical issues.

Table 2: Summary of findings identified by M911-Verifier.

improper session termination, and anonymous UEs cannot
initiate emergency services through non-3GPP RANs due to
the absence of their security context, respectively.
Emergency-unaware 9-1-1 Call Operation. This category
contains counterexamples from three design defects violat-
ing the property of Availability_Guaranteed, which can be
attributed to some emergency-unaware operations for ini-
tiating emergency services in some cases. These counterex-
amples can cause emergency service requests to be rejected
by the network, leading to unnecessary delays up to several
minutes. Specifically, in EU-1 and EU-3, not all the signal-
ing messages sent by emergency UEs indicate emergency
usage. EU-2 presents that an emergency attach is not always
permitted but only in certain states.
Network Escalation Forbidden During Emergency Calls.
Counterexamples here violate the Continuity_Guaranteed
property, attributed to the forbidden network escalation dur-
ing emergency calls. Certain handovers for emergency ser-
vices are prohibited, resulting in the potential dropping of
ongoing emergency sessions during mobility. Three prohib-
ited handovers include: (1) 4G to 5G inter-system handover
in NF-1; (2) 3G CS to 4G/5G PS inter-system handover in
NF-2; (3) inter-PLMN handover in NF-3.

We next present seven representative design defects and
analyze their root causes: NS-1, NS-2, and NS-3 in §6; EU-1
and EU-2 in §7; and NF-1 and NF-2 in §8.

6 PROBLEMATIC NETWORK SELECTION
FOR INITIATING EMERGENCY CALLS

Cellular networks ensure ubiquitous coverage by allowing
UEs to access mobile services via 3GPP (e.g., 4G, 5G) and

non-3GPP (e.g., Wi-Fi) radio technologies. The 3GPP stan-
dard [2, 5, 9-11, 15, 18, 21, 24] stipulates network selection
and handover mechanisms across these technologies, ensur-
ing carrier-grade service quality. However, M911-Verifier
discovers that some network selection mechanisms perform
problematically when initiating emergency calls.

In the following, we present the identified issues from
two major network selection scenarios: (1) problematic UE
restriction on network selection among 3GPP and non-3GPP
radio access networks within the same PLMN; and (2) unfair
UE limitation on network selection across home PLMN and
visited PLMN. The issues are then experimentally validated
and analyzed for their root causes.

6.1 Inferior to Non-Emergency Calls -
Restrictions within PLMN

Cellular emergency calls can be made through both 3GPP and
non-3GPP RANS. Logically, even when a UE has poor con-
nectivity to 3GPP RANs, emergency call setup times may not
be prolonged if there is strong connectivity from non-3GPP
RANSs (e.g., Wi-Fi). However, 3GPP standards [9, 10] prohibit
UEs from making emergency calls through non-3GPP RANs
when any 3GPP RAN is available. This restriction applies
specifically to emergency services. It appears reasonable,
since 3GPP RANSs are generally considered more reliable,
and non-3GPP RANSs can still be accessed if 3GPP RAN:Ss fail
to provide emergency service.

However, this restriction poses practical problems. It pri-
oritizes any available 3GPP RAN over non-3GPP RANS, re-
gardless of the 3GPP RAN’s connection quality, even if it
provides a poor signal to the UE. This can lead to prolonged
emergency call setup times, exacerbating certain emergency
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situations. For example, when a UE attempts to access a 4G
RAN with weak signals, it may experience up to 8 RRC con-
nection establishment failures, with up to 64 seconds [22]
spent before switching to another RAN.

This problematic restriction, “3GPP-always-preferred”, leads

M911-Verifier to discover counterexamples that violate two
major properties, namely Applicable_Access_Guaranteed
and Limited_Session_Establishment. All the violations oc-
cur when UEs connect to 3GPP RANs with poor or near-
deadzone signal strength. We next present two observed
frequent cases illustrating the property violation.

¢ Skipping the Best or Only Using Bearable RAN. It is
observed that UEs usually skip the best RAN or only use
a bearable RAN when initiating emergency services. This
behavior can lead to the violation of those two properties,
causing long call setup times and poor service quality for
emergency services. There are two key observations. First, in
most of the counterexamples, UEs encounter the maximum
number of attempt failures for accessing 3GPP RANs, even
though they observe stronger signals from non-3GPP RANS.
Second, even when considering only 3GPP RANs, UEs may
still skip the best, since the 3GPP standard leaves the decision
of 3GPP RAN connectivity to UE implementation.

Moreover, to initiate an inter-system switch for access-
ing emergency services over 3GPP RANs with better signal
strength, a UE has only two options: (1) fallback from 5G
to 4G, and (2) fallback from 4G to 3G. These limited switch
options impede considering all available 3GPP RANs.
¢ Selecting Nonexistent RANs. Another observation is
that UEs may attempt to initiate emergency services from
the 3G CS domain even when there are no 3G RANs deployed
nearby. This also violates the aforementioned two properties.
This issue stems from a problematic domain selection rule
in the 3GPP standard [17]. The rule specifies that, given
the PS/CS network registration statuses and the availability
of VoIMS and emergency services—namely “CS is Attached,”
“PS is Attached,” “VoIMS is Supported,” and “EMS (Emergency
Service) is Supported”—for a UE, the first emergency call
attempt shall be launched through the same domain as the
UE’s non-emergency call service, and the second attempt
shall be made through a different domain. For example, in
one of the counterexamples, after the first emergency call
attempt uses the PS domain from a 4G network and fails,
the second attempt shall use the CS domain, which is only
available in 3G networks.

The rule conflict may arise from the support of backward
compatibility. Specifically, for attaching to a 4G network,
the UE usually performs a combined EPS/IMSI attach pro-
cedure [2, 13], where the combination indicates that the
network shall attach the UE to both a 3G network and a 4G
network. This approach ensures that the UE does not need to
undergo separate attach procedures with different networks,

Hu et al.

Stairs| RM4

f Restares®
73 P [Restarea®pg
77 I e
“P5° pge— i
o -

—

% levlsl RM7 P10
Xog P9
p1_ PPe % T
AT T (
T RMJRMZ'RM3IRM4IRM5|RM6

With weak cellular signals
but good Wi-Fi signals
Building of computer science

With weak cellular signals
but good Wi-Fi signals
Building of student center

(a) US. exp. locations. (b) Taiwan exp. locations.

= AT 40 £ = A 40 —
£

B -60h—rrm i —~i]-50 % E 60k 4-50 g
S ot —UsH --f758 = T gof TW-1-60 @
o | —usil{-70 @ o ——TW-I|4-70 &
&-100 —wiFi-80 £  &-100 — wiFi {80 &
1-120% 1\ 490 = 120%\\ W\_go o
O-140F—=—tg——t¢ 100.L O-140—————r 1004
< 0 10 20 30 40 50 60 = 0 10 20 30 40 50 60 =

Time (s) Time (s)

(c) RSRP/RSSI at location P7 (U.S.). (d) RSRP/RSSI at location P4 (TW).
Figure 6: Experiments were conducted for restrictions within
PLMN in the U.S. and Taiwan.

reducing attachment overhead. During the combined attach
procedure, the 4G network initiates a CS attach procedure to
attach the UE to the 3G network, allowing the UE to register
with both 4G PS and 3G CS networks. Even though most 3G
networks are phased out, for backward compatibility, the
4G network still provides a positive answer to the combined
attach request; otherwise, UEs with old modem implementa-
tions may encounter issues. However, there may not be any
3G RANSs available to the attached UE.
Experimental Validation. We conducted experiments to
validate the two problematic cases mentioned earlier. We
selected 10 locations each from our U.S. and Taiwan cam-
puses, as illustrated in Figures 6(a) and 6(b), respectively. At
each location, we made 10 non-emergency calls and 10 emer-
gency calls for each carrier while measuring the call setup
times. All phone models used were carrier-certified, except
for the Motorola G Stylus 5G. All tested phones supported
VoWiFi (Voice over Wi-Fi) and were configured to connect to
both cellular networks and campus Wi-Fi, with the “VoWiFi
preferred” setting enabled for making calls.

Those two cases were indeed observed in practice. First,
at locations with poor cellular signals (not stronger than
-120 dBm from the 4G RAN) but with moderate to good Wi-
Fi signals (not weaker than -55 dBm from the Wi-Fi RAN),
as indicated by the red zones in Figures 6(a) and 6(b), the
emergency call setup times for UEs were significantly longer
than those for non-emergency calls. For example, at location
P7 in Figure 6(a), all non-emergency calls were made via
VoWiFi, with setup times ranging from 4 to 7 seconds and an
average of 5.85 seconds, as illustrated in Figure 7. However,
for emergency services, the setup times for 18 calls reached
the maximum duration of 120 seconds, which was the maxi-
mum waiting time set by our experiment. This indicates that
90% of emergency calls could not connect to PSAPs within 2
minutes, due to the “3GPP-Always-Preferred” design. Note
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that only the results for US-I and US-II are considered at this
location, as good cellular signals were observed from US-IIL

Similar results were observed with Taiwan carrier net-
works. At location P4, the average emergency call setup
times for TW-I and TW-II RANs were 31.7 and 50.8 seconds,
respectively, while non-emergency calls for both carriers
averaged only 6 seconds, as shown in Figure 7(b). Notably,
the situations observed at the above two locations are not
rare in practice. The reason is that cellular RAN signals are
often weak in indoor environments, where Wi-Fi RANs can
provide stronger signal strength.

Second, UEs attempted to initiate emergency calls through
nonexistent 3G networks at certain locations. This abnormal
case, if available, can be observed only with carriers US-I
and US-III, as US-II did not support the combined EPS/IMSI
attach procedure. In the validation experiment, we observed
this issue occurring in US-I. During the initial attachment,
the UE received an acceptance message from the 4G network,
which also indicated attachment to a 3G network. After the
UE’s first emergency call attempt failed on the 4G network
using the PS domain, it triggered an inter-system switch from
the 4G to the 3G network, attempting a CS-based emergency
call. However, no response was received because US-I shut
down its 3G networks in 2022.

Attempting an emergency call through a nonexistent 3G
network can lead to unexpected failures. According to the
3GPP standard [13], if the UE does not receive a response to
the inter-system switch request after the timer expires (set to
10 seconds), it will begin searching for a 2G or 3G network to
initiate the emergency call. However, not all phone models
can handle this failure properly. It was observed that the
Samsung Galaxy S21 became stuck during this process and
could not recover until the outgoing emergency call was
manually terminated.

Root Cause and Lessons Learned. The design principle of
3GPP-always-preferred for emergency services is not made
without rationale. According to the 3GPP standard [1, 8, 10],
3GPP RANSs and networks not only guarantee transmission
bitrates for the delivery of emergency services but also priori-
tize them over non-emergency ones. This ensures emergency
service quality, especially in case of network congestion.
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Figure 8: Subscribed UE prioritizes its home PLMN for dialing
an emergency call, whereas anonymous UE does not.

However, this design principle may unexpectedly cause neg-
ative real-world impacts, as demonstrated in our validation
experiments. Thus, it calls for a coherent, flexible network
selection mechanism oriented towards service quality to
support emergency services.

6.2 Fewer Options than Anonymous UEs -
Limitation across PLMNs

Anonymous UEs, mobile equipment without valid SIMs,
are permitted to access emergency services through nearby
3GPP RANSs from all available PLMNs. However, UEs with
valid subscriptions must prioritize their home PLMN [5],
while also being allowed to access emergency services from
all available PLMNs. This may incur a large overhead for UEs,
as illustrated in Figure 8. The subscribed UE prioritizes its
home PLMN for RAN selection when dialing an emergency
call, while the anonymous UE selects the PLMN with the
RAN offering the strongest signal.

With the limitation placed on subscribed UEs, M911-Verifier
identifies corresponding counterexamples that violate one

property of emergency services: Limited_Session_Establishment.

The most commonly observed counterexample is when, for
an emergency UE, the maximum number of failures to es-
tablish an emergency session with PSAPs is reached before
attempting other available visited PLMNs. This occurrence
implies that subscribed UEs have fewer options for accessing
emergency services compared to anonymous UEs in practice,
potentially leading to increased emergency call setup times
and a downgrade in service quality.
Experimental Validation. We conducted experiments to
validate the limitation across PLMNs in practice. The exper-
imental setting was similar to that in §6.1. To identify the
limitation, we considered locations with unbalanced signals,
in which the carriers/PLMNs available in an area have 3GPP
RANSs with significant signal differences. Figure 9 shows two
example locations, P6 and P3, for the U.S. and Taiwan, respec-
tively. Such locations were not rarely observed in practice
due to carriers’ diverse deployment of RANs. At each loca-
tion, we made 10 emergency calls from both subscribed UEs
and anonymous UEs while measuring their call setup times.
As shown in Figure 10, subscribed UEs experienced sig-
nificantly longer emergency call setup times compared to
anonymous UEs. Specifically, setup times were 61.3, 70.2,
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and 77.4 seconds for US-I, US-II, and TW-I, respectively. In
contrast, anonymous UEs at the same locations had much
shorter call setup times, averaging 4.6 seconds at location
P6 in the U.S. and 3.7 seconds at location P3 in Taiwan. This
discrepancy is due to the fact that subscribed UEs from US-I,
US-II, and TW-I encountered many failures due to weaker
signals, whereas anonymous UEs were able to access 3GPP
RANs with much stronger signals from US-III and TW-IL
Root Cause and Lessons Learned. It is reasonable for sub-
scribed UEs to prioritize their home PLMNs for accessing
mobile services since connecting to visited PLMNs can incur
roaming service fees. However, this reasoning does not ap-
ply to emergency services, as they are critical and provided
free-of-charge according to the GSMA standard [34]. There-
fore, subscribed UEs should not be restricted but should be
allowed, like anonymous UEs, to select the best PLMN to
guarantee the quality of emergency services.

7 EMERGENCY-UNAWARE 9-1-1 CALL
OPERATION

All cellular operations need to be aware of signaling mes-
sages from emergency services so that they can be prioritized
and handled differently from non-emergency services (e.g.,
call validation is skipped for emergency services [52]). When
some operations are imprudently designed to be unaware
of emergency services, the service initialization may face
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rejection from the infrastructure due to various potential
reasons, such as congestion, roaming, and disallowed PLMN.

Some counterexamples of emergency services fallback
were discovered by M911-Verifier corresponding to the prob-
lem of emergency unawareness. A commonly observed sce-
nario among them is when the procedure of emergency ser-
vice fallback [11] from 5G to 4G is invoked by a subscribed
UE, but it fails, leading the UE to connect to the 4G network
for its emergency request but potentially facing rejection
for the UE’s initial message. With the potential for failure
and message rejection, this scenario could significantly delay
the UE’s access to emergency services, thereby violating the
property of Availability_Guaranteed.

The failure of UE-initiated fallback for emergency services

can occur due to the loss of the Handover Command mes-
sage from the 5G MMF to the UE, typically caused by weak
signals or the expiration of inter-system coordination [25].
If the UE does not receive the handover message, it proceeds
with a mobility procedure without coordination between
the 4G and 5G networks. The UE connects to an available
4G RAN and sends a Tracking Area Update (TAU) Request
message to the 4G MMF. However, because this message
lacks an indication of emergency service initialization, the
request may be rejected, with the error cause: “UE identity
cannot be derived by the network” Thus, the UE initiates a
non-emergency attach procedure, as required by the 3GPP
standard [13], which is not prioritized, to the 4G network for
emergency services.
Experimental Validation. We experimentally validated
the issue considering only the US-I network, as it was the
only carrier that had a 5G SA (Standalone) network deployed
on our campus. Additionally, it supported the emergency
service fallback. The experiment was conducted at locations
where 4G signals were stronger than 5G signals, with values
greater than -110 dBm and below -120 dBm, respectively.
At these locations, an emergency call was dialed from a
tested phone while measuring call setup times and collecting
control-plane signaling messages using Cellular Pro.

Figure 11 shows a sequence of three messages sent by
the UE during an emergency service fallback from 5G to 4G
without network coordination. The first, a TAU Request, was
rejected due to the previously mentioned error cause. The
UE then initiated a non-emergency Attach procedure, but
this was rejected with the error cause “Roaming not allowed
in this tracking area” Finally, the UE successfully initiated
an Emergency Attach procedure to the 4G network. The
total call setup time, from sending the TAU Request to the
Emergency Attach Request, was 7.23 seconds.

We made two key observations. First, prior failed TAU
requests and combined EPS/IMSI attachment, which lacked
any indication of emergency, were rejected due to identity
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Figure 11: Emergency service fallback from 5G to 4G without
network coordination includes three messages, where only
the last Re-Attach message has the “emergency” indication.

validation errors and service restrictions, respectively. How-
ever, identity and subscription checks are not required for
emergency services, as anonymous UEs are allowed. Second,
while the average prolonged call setup time was only 7.23
seconds, it could extend to several minutes. For example,
after a second rejection due to a roaming service restriction
error, the UE could immediately initiate the emergency at-
tach procedure. However, if the rejection is due to network
congestion [13], the network may specify a timer, T3346, in
the rejection message, which prevents the UE from restart-
ing the attach procedure until the timer expires. This timer,
ranging from 0 to 186 minutes (e.g., Cisco’s default is 25
minutes [30]), can significantly delay emergency call setup.
Root Cause and Lessons Learned. Ideally, for the failed
TAU and non-emergency attachment requests, the 4G MMF
can identify their emergency service intent by examining
the headers of the underlying protocol, STAP (S1 Application
Protocol)[23]. Specifically, these requests are transmitted via
the NAS (Non-Access-Stratum) protocol between the UE
and 4G MMF, while the underlying protocols between the
UE and 4G RAN, and between 4G RAN and 4G MMF, are
RRC [22] and S1AP [23], respectively. The RRC and S1AP
headers include a field indicating the RRC establishment
cause, such as emergency or mobile-originated signaling.
However, the NAS protocol [13] does not consider the RRC
establishment cause in STAP messages [13] for prioritizing
emergency-related requests. Thus, there is a need for an ex-
plicit emergency indication in all emergency-related requests
to make the corresponding procedures emergency-aware.
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Figure 12: A call dropped due to forbidden 3G—4G handover.

8 NETWORK-ESCALATION FORBIDDEN
DURING EMERGENCY CALLS

Emergency UEs may experience mobility while engaged in
emergency calls. Like non-emergency UEs, the 3GPP stan-
dard [8, 11, 18] stipulates several voice call continuity mech-
anisms to maintain voice calls during handovers between
networks or systems. However, two kinds of inter-system
handovers are prohibited during an emergency call: (1) from
4G to 5G [11]; and (2) from 2G/3G with CS-based call service
to 4G/5G with PS-based call service [18]. This restriction on
network escalation can result in dropped emergency calls if
such handovers are necessary.

Several counterexamples were observed where this prohi-
bition on network escalation during an emergency call led to
violations of the Continuity_Guaranteed property. In these
cases, emergency calls were dropped when poor signals were
detected from legacy systems (e.g., 3G), despite strong signals
being available from newer systems (e.g., 4G/5G), causing a
failure in the in-call network escalation handover.
Experimental Validation. We validated the forbidden net-
work escalation using non-emergency calls due to ethical
considerations. Specifically, we tested the handover from 3G
CS to 4G PS, as this restriction also applies to non-emergency
calls. These tests were conducted in Taiwan using the TW-I
and TW-II networks, which still support 3G, as U.S. carriers
discontinued 3G in 2022. The experiment involves a walking
route containing three key locations, namely P0, P1, and P2,
where P0 and P2 had a strong signal from a 4G network but
a poor signal from a 3G network, and P1 had the opposite
scenario. For each test, a non-emergency call was initiated
by a tested UE from a 4G network at P0. Subsequently, the
UE moved from PO to P1 and P2 at a speed of 3 mph, while
Cellular Pro was used to collect cellular network traces.

We plot the collected trace from TW-II alone to demon-
strate the result, as shown in Figure 12. It depicts signal
strengths over time in the 3G and 4G networks from a 2-
minute walk on campus. Three important timings are note-
worthy. First, when the 4G to 3G handover occurred at the
45th second (near location P1), the voice call remained un-
interrupted. Second, at the 79th second, as the UE passed
location P2, the expected 3G to 4G handover based on sig-
nal strengths did not occur. Third, despite a good signal of
around -112 dBm from the 4G network, the voice call was



ACM MobiCom 24, November 18-22, 2024, Washington D.C., DC, USA

dropped at the 112th second. This experiment confirms that
network escalation from 3G CS to 4G PS during an ongoing
voice call is forbidden, leading to unexpected call drops.
Root Cause and Lessons Learned. The prohibition on
network escalation for emergency calls may stem from the
common carrier practice of supporting multiple generations
of cellular networks, where older network generations typ-
ically have broader coverage than their successors due to
incremental deployment and cost consideration.

However, the real situation is more complex. Carriers’
deployment policies, business considerations, and local regu-
lations vary, leading to different deployment strategies across
multiple network generations and situations where network
escalation becomes necessary. For example, carriers like TW-
I and TW-II, which concurrently support 3G, 4G, and 5G
networks, may have reduced 3G coverage compared to 4G,
due to replacing 3G RANs with 4G/5G ones, while still main-
taining 3G RANSs in urban areas. Therefore, a more flexible
voice continuity mechanism, independent of network de-
ployment assumptions, is needed for emergency UEs.

9 SOLUTION

We propose three approaches that require minimal infrastruc-
ture support while ensuring compliance with standards to
address problematic network selection, emergency-unaware
9-1-1 call operation, and forbidden network escalation, re-
spectively. We finally prototype and evaluate them.
Non-prioritized Network Selection. We propose disabling
prioritized network selection for emergency services, en-
abling UEs to choose the best RAN from all available nearby
3GPP and non-3GPP networks.

Emergency-aware NAS Protocol. We indicate the status as
“emergency” in all NAS messages for emergency UEs, making
the NAS protocol emergency-aware and enabling the infras-
tructure to prioritize them. In case of network congestion,
an appropriate error is returned, allowing emergency UEs to
quickly access alternative RANs and PLMNSs.

Unrestricted Handover for Call Continuity. We propose
removing network escalation restrictions for emergency call
continuity, enabling emergency UEs to use all available net-
works for improved voice continuity during mobility.

9.1 Prototype and Evaluation

We prototype and evaluate two solution methods that can
mitigate unnecessary delays in the setup of emergency calls.
Non-prioritized Network Selection. We developed an ap-
plication named Emerg-Call-Dialer [27] to select the best
available RAN for emergency calls. It addresses two scenar-
ios: (I) If the home PLMN signals are weak but visited PLMNs
offer stronger signals, it disables the SIM/eSIM, switching the
UE to anonymous mode to access nearby RANs; and (II) If
all PLMN signals are weak but Wi-Fi is available, it initiates
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Figure 13: Call setup time vary with/w.o. solutions.

emergency calls via VoWiFi by translating the emergency
number to a local dispatch center’s number (e.g., 248-796-
5500 for Oakland County, MI, U.S.).

We conducted experiments with Emerg-Call-Dialer on the
Google Pixel 5 and Samsung S21 at locations correspond-
ing to the two network selection scenarios presented in §6.
The emergency call setup time was measured with and with-
out our solution, with 10 runs per device. The results are
illustrated in Figure 13.

There are two key findings. First, the average emergency
call setup times with our solution were significantly shorter
than those without for both scenarios, 4.23 seconds versus
65.8 seconds (scenario I) and 3.54 seconds versus 108.6 sec-
onds (scenario II). Second, the call setup times in scenario I
with our solution were slightly longer than those in scenario
11, with an average difference of only 0.61 seconds. The slight
delay was due to the operation of disabling the eSIM/SIM
to switch the UE to anonymous mode, allowing it to freely
access non-home RANSs. After the call is finished, it takes
an average of 2.63 seconds to enable (e)SIM. Moreover, the
resource usage required by this application was negligible.
For example, on the Samsung 21, the application consumed
only 1.95% CPU usage and 1.99% memory usage on average.
Emergency-aware NAS Protocol. This solution was im-
plemented on an open-source 4G LTE SDR platform using
srsRAN v23.11, comprising a 4G base station and a 4G core
network. Since the phone modems cannot be modified, the
prototype identified emergency-related NAS messages by
referencing the RRC establishment cause header in S1AP
messages. Two key changes were made to srsRAN. First,
NAS messages from emergency UEs were marked as “emer-
gency” in S1AP messages sent to the 4G MMF. Second, the
MMF was modified to prioritize these NAS messages. Specif-
ically, when the MMF receives a TAU Request for emergency
services without network coordination, it rejects the request
with a “Tracking area not allowed” error, placing the emer-
gency UE in a limited service state, which enables immediate
emergency attachment.

To assess the prototype’s effectiveness, we measured how
quickly a COTS phone (Google Pixel 5) re-initiates an emer-
gency attachment after receiving either “Tracking area not
allowed” or “UE identity cannot be derived by the network”
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errors (see §7). We conducted 10 tests for each error. Results
show that after receiving the“Tracking area not allowed,” the
UE entered a limited service state and began an emergency
attachment in about 0.17 seconds. Conversely, with another
error, the UE continued a normal attachment without enter-
ing the limited state.

9.2 Potential Limitation

The proposed non-prioritized network selection might pose
a potential security issue by allowing a UE to anonymously
access non-home 3GPP RANs. Without a shared security con-
text between the UE and roaming networks, emergency com-
munications with PSAPs may lack encryption and integrity
protection. To mitigate this issue, operators can enable TLS
protection for IMS services, a security measure stipulated by
3GPP [3]. This approach allows anonymous UEs to establish
a secure TLS session with the IMS infrastructure using only
the server’s certificate for IMS emergency services.

10 DISCUSSION

We discuss some potential challenges and limitations of
applying this study’s measurements to different operators,
countries, or phone models. First, Emerg-Call-Blocker works
only with Android phones and has not been tested on all mod-
els (see [27] for tested ones). A preliminary experiment (e.g.,
dialing non-emergency calls) is needed to verify functional-
ity with your specific phone models and operators. Second,
to avoid possible ethical issues, it is important to consult
your IRB (Institutional Review Board) to obtain approval or
a waiver, as policies may vary among institutions.

11 RELATED WORK

Ubiquitous Cellular Services Access. Some studies have
examined cellular network accessibility and performance.
For instance, Hassan et al. [36] analyzed 5G handover per-
formance during a cross-country trip, while Xu et al. [59]
studied TCP disconnections over LTE on high-speed rail sys-
tems. Pan et al. [53] investigated extreme mobility effects
on throughput and signal quality on high-speed railways. In
contrast, this study focuses on cellular emergency services,
which operate differently from non-emergency services.
Cellular Emergency Services. Studies on cellular emer-
gency services typically focus on security and fall into two
categories: infrastructure-oriented and service-oriented.

Infrastructure-oriented studies [29, 40, 45, 46] explore at-
tacks on public warning systems, while service-oriented
works [35, 38, 39, 50] examine vulnerabilities in emergency
voice and text services, including free data service attacks,
DDoS attacks, emergency call blocking, and making calls
through emergency panels. This study is service-oriented,
aiming to identify design flaws that hinder emergency ser-
vice access, rather than attacking emergency UEs.
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Model Checking on Cellular Networks. Model checking
has been widely used to scrutinize cellular protocol interac-
tions [31, 38, 40-42, 44, 58]. However, limited studies used
model checking for cellular emergency services. Klischies
et al.[45] modeled 4G public warning systems and uncov-
ered a message reassembly sequence with two undefined
behaviors that can cause the phone modem to crash. Hou
et al.[38] modeled the UE attach and call control procedures
and identified four security vulnerabilities allowing attack-
ers to bypass the phone’s emergency checking panel to dial
calls. Unlike prior studies, ours focuses on emergency service
accessibility and continuity across heterogeneous cellular
networks, including both stationary and mobile scenarios.
This introduces greater challenges and reduces efficiency
in modeling and checking. The modeled systems must en-
compass various aspects such as PLMN search, inter-system
handovers, cell redirection, and emergency service fallback
across multiple generations and RAN types. Interconnected
protocols present unique challenges, prompting us to pro-
pose adaptive emergency scenario modeling and dynamic
checker loading for efficient property checking.

12 CONCLUSION

Cellular networks provide mobile users with ubiquitous ac-
cess to emergency services. However, not all emergency-
specific designs have undergone rigorous examination. We
developed M911-Verifier, a tool using model checking tech-
niques with cellular-specific heuristics to formally investi-
gate design defects from the 3GPP standard regarding ubiq-
uitous access to emergency services. Our study showed that
with the design issues discovered by M911-Verifier, emer-
gency users may experience prolonged call setup times up to
two minutes, unexpected service rejections, and call drops,
even occurring in locations with good wireless signals. We
experimentally validated these negative impacts with three
major U.S. carriers and two Taiwan carriers. Such issues
may commonly occur in practice, necessitating increased
attention from emergency users, the standard community,
carriers, and device vendors.
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